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IS TWITTER LOSING ITS CHIRP?

Fa J %

THE PROBLEM
WITH TWITTER IS
NOT JUST FINAN-
CIALNUMBERS;
ITISNOT GENER-
ATING ENOUGH
USER INTEREST

first quarter of 2014. Soon after, its stock took a beating of

about 11%, even though its topline grew to $250.5 million com-
pared to $114.3 million in the year-ago quarter. It also added 3 million
active users compared to just 1 million in Q1 of 2013.

The financial reasons for the thumbs-down by Wall Street are
obvious: despite growth in revenue and users, losses widened from
$27 million in the year-ago quarter to over $132 million in the recent
one.

But even otherwise, there have been signs of trouble for the social
media biggie for some time. Apparently, its efforts to cast itself more
and more in the image of Facebook (by improving profiles, adding
features such as Twitter Cards and Nearby, etc) are not getting it
enough traction.

There are other reasons as well. At one point, breaking news was
touted as a big pull, but now Facebook and YouTube seem to be ahead
in the game. Pew Research, for instance, is said to have found that only
8% of Twitter’s entire user base (it has over 240 million active monthly
users) uses it to stay updated with news. This is against 30% for
Facebook and 10% for YouTube.

Another weakness, say critics, is that Twitter is not generating as
much interest in markets outside the US as other social giants.

While sites like Facebook, YouTube and even LinkedIn are
capturing the imagination (and engagement) of people worldwide,
Twitter continues to be seen as a niche vehicle with limited utility
(how much can you pack in 140 characters or less, for example).
Twitter has certainly caught the fancy of celebrities, politicians and
others who like to broadcast their views to their fawning hordes—but
the average Joe or Jane is still keeping their distance.

There is another silly thing happening in the dark corners of
Twitter: I have come across several Twitter profiles that appear
robotic, superhuman, idiotic or a mix of all. A typical such profile
reads: 23 tweets, 19,265 followers, 20,897 following (with weird
handles I would rather not name). Besides, there are millions who
created a profile out of curiosity but then went into a deep slumber.

Some of them do wake up once in a while to tweet something sleepy.
(What I find more annoying is when even these folks get followers in
triple digits!) Frankly, to me these tweeters, their tweets and followers
look like the T-equivalent of click frauds.

Not that other social media sites are free of fakes and inactives, but
the situation seems acute with Twitter.

Will the bird get its chirp back next season?

M icroblogging site Twitter recently announced its results for the
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DEALINGWITH DAAS

Desktop as a service is picking up
interestin India even as concerns
on Rol and complexity of the
technology remain

O,
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HEARTBLEED
AREYOU AFFECTED?

The insidious bug has caused
alotof buzz and alarmin security
circles. Are Indian enterprises
affected and, if so, what are they

doing about it?

@)

FASTERFASHION  (%2)

Myntra.com migrated most of its e
servers from AWS to Netmagic to

cut latency by 20-25%. The result:

a quicker loading site and better

experience for shoppers
GOING THIN FOR g’"g’*
EFFICIENCY (30)

HDFC Life uses Citrix's XenDesktop
thin client platform to improve
efficiency and security
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in the news

column
(34) {Q}
(39)

ALITTLE SECURITY FOR BIG DATA @)

P
Securing big data in the enterprise requires smart policies
enforcement, thorough analytics and high performance tools @)

S

» Emerson report predicts
massive changes in data centres
in next 10 years

» Sanjay Deshmukh to join
VMware

» Public cloud services market to
touch $557 million in India in
2014: Gartner

» IBM launches Enterprise Cloud
marketplace with Global Partner
Ecosystem

» Over 69% of targeted attacks
in India focus on large

o~ enterprises
(\36 :) »_» India faced maximum phishing
S { 44 :} attacks in 2013 in the APAC
" region : RSA study
.. » Accenture to deploy SAP ERP
@g > for Azure Power
=" Sonata Software partners with
Progress Pacific to deliver PaaS
(\z‘ » JDA Software launches end-to-
d ly chain collaborati
WHYCIOS CAN'TIGNORE ENTERPRISE SOCIALCOLLABORATION (46 e sueey caincllaborter
Regardless of giving headaches to many IT heads, social » SHV Energy simplifies its
collaboration tools are set to get alot of likes among enterprises distribution model with SAP
because of multiple benefits
o0
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VIJAY RATNAPARKHE TARUN JAIN SUHAS ULIYAR JIMTHOMPSON
Presidentand MD, Robert Bosch Country Head - India & Deputy Mobile Strategy & Product Engineering VP and CTO,
Engineering and Business Solutions General Manager, Hitachi Home Management, Oracle TCIS unit, Unisys
Ltd (RBEI) Electronics Asia
. L . “Our strate “The next frontier for
| see India taking We have been T Strategy L
. is to simplify security is the
alead as a consumer constantly evolving the .
., . : mobility for our storage and
of Internet of Things digital learning and " Lo .
customers virtualisation layer

presentation market”
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VIJAY RATNAPARKHE
RBEI

Vijay Ratnaparkhe, President and MD, Robert Bosch Engineering and Business
Solutions Ltd (RBEI), talks to Pankaj Maru about how the company is focusing
on the evolving concept and ecosystem of Internet of Things (IoT). Excerpts:

“I see India taking alead as a
consumer of Internet of Things”

In2014, RBEI plans to focus on the Connected World
conference that revolves around loT. Sowhich are
the areas where the company is concentrating?
The Internet of Things concept is pervasive,
which affects every line of business. RBEI’s
prime focusis onIoT and it is not limited to
software and design. RBEI would also work
towards simplifying everyday life, by making
automation devices Internet-friendly.

Though loTis anew concept, what kind of
potential do you seein terms of business and
services opportunities? What is the scope in India
and where does RBEI stand?

Isee India taking alead as a consumer of IoT. We
have one of the largest youth populations in the
world and the Internet is a core part of their life.
For them, it’s nothing special, it's the life they
know. This is the generation that has not even
seen a tape recorder. With advanced technology,
smart phones, tablets, laptops and other gizmos,
and with Internet-on-the-go, there is a wide
opportunity for every industry to use the IoT to
connect with this generation.

Boschbelieves in “invented for life” and we
work on products for a better future. RBEI
supports Boschin all areas; hence we are
practically in every field related to automotive,
industrial applications, energy and consumer
applications. We would be a visible contributor to
IoT.

Inyour view, the cost of intelligence is becoming
affordable, which is pushing loT. But besides cost,
what are the other factors that will build the loT
ecosystem?

Technology, availability and affordability play a
major role in IoT. Today, practically everyone
who is literate has a smartphone which can
connect to the Internet. Memory (RAM, ROM,
storage) is available at a very cheap price and
equipment like tablets and touch-screen devices
are available and affordable for all. A simple
mobile app can transform a smartphone into a
measuring device—for measuring pulse or
temperature, for example. The smartphone can
also act as a pedometer, security device (via
camera), a video conferencing device (via

EXPRESS COMPUTER

Please share some
numbers on IOT.
How big is the
market?

Itis predicted that
by 2015, there will
be 6.5billion
devicesand
systems capable of
communicating
and consulting with
eachother without
humaninput.IT
analystsat Gartner
expectloTtocreate
added value worth
$1.9trillion across
several branches of
industry by 2020.

Skype), ete. So, there is no limit to what we can do
to connect or how we can connect. Itisallin the
imagination and conceptualisation.

RBEIlis a100% Bosch owned entity. What kind of
engineering and development activities are done at
the Bangalore facility and how much does it
contribute to Bosch’s overall business and
research?

Our [RBEI's] primary areas of work, as with
Bosch, isin the areas of automotive, industrial
applications, consumer applications and energy.
Asa captive, RBEI provides solutions to almost
all Bosch units worldwide. Primarily a software
centre, we also work on products from the
conceptualisation phase to the final sample
release phase. Hence we are a part of Centre of
Excellence (CoE)/Centre of Competence for
various units in Bosch. We are a CoE for software
development in the areas of power train,
multimedia, drive safety and comfort in
automotive, mechanical engineering, automotive
after-market, and many more.

RBEI has around 9,000 associates working in
R&D. We also cater to IT and ITeS as a part of our
global business. We have good in-house hardware
capability for design and conceptualisation,
complemented with our sister concerns’ (Bosch
Limited) capability on the electronics production
front. Our customers choose us for our innovative
strength and efficiency, for our reliability,
flexibility and quality of work.

How has RBEI grown over the past few years and
what's the outlook going ahead?

RBEI's growth over the past two years is standard
market growth for an R&D captive centre.
However, in the last decade, we have grown from a
pure software services organisation to a solutions
organisation. Going forward, we will be driving a
value addition agenda with our architects and
experts working on products developed and
implemented in India. RBEI engineers have filed
for 179 patents in 2013 alone. In the next few years,
we will look to better this achievement in terms of
applicability in future growth areas.

pankaj. maru@expressindia.com
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Desktop as a service is picking up interest
in India even as concerns on Rol and complexity
of the technology remain

BY JASMINE DESAI

he year 2014 looks set to be a big

one for the data as a service

(DaaS) market, as demand

continues to grow for anytime,
anywhere access to corporate data and
as companies continue to look for ways
to reduce the TCO for enterprise
desktops.

One indication of this is the growing
number of vendors targeting DaaS.
Recently, NT'T Communications of
Japan announced its foray in the US

18 EXPRESS COMPUTER
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$661

MILLION is the expected size of the
workspace-as-a-service (WaaS) software
market, which includes both Daa$S and
desktop applications-as-a-service
markets, by 2016, according to IDC

market, VMware also came up with its
VMware Horizon offering.

IDC expects the workspace-as-a-
service (WaaS) software market, which
includes both DaaS and desktop
applications-as-a-service markets, to
grow to $661 million by 2016,
representing a CAGR of 84.6% from
2011-2016. The market opportunity is
much bigger if one adds infrastructure
and add-on services.

DaaSis a nascent market in India,

MAY 1-15, 2014
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but it is generating a lot of interest among because the end users are increasingly can access these applications. Once DaaS
enterprises. Says DD Mishra, Research accessing corporate resources from a is deployed, organisations can choose to
Director, Gartner, “In this geography, variety of non-Windows devices. As such, run it from their on-premise data centre
DaaS has triggered a lot of curiosity. organisations are looking for ways and or as a service provided by a third-party
Though many people are planning to means to provide access to applications hosting firm.
consider DaaS as a part of their strategy, irrespective of the OS or hardware According to Ramesh Vantipalli,
we will have to wait to see significant platform used. Head, EUC India & Systems Engineering
adoption.” For any organisation to enable DaasS, (South), VMware, “End-user applications

desktop virtualisation is the core are evolving as well, with traditional and
Changing the Iegacy component. One needs to decouple cloud applications being delivered from
The legacy desktop is going through a applications from the physical PC. Thus, private and public clouds. With the cloud
significant change. This is primarily regardless of the endpoint, customers now being a viable business option,

EXPRESS COMPUTER MAYL15,204 19
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When ClOs acquire
PCs, the real cost
they seeisjust the
cost of a physical PC,
but they overlook
other components
like maintenance,
manpower, etc.

Atul Ahuja,
Director, Desktop &Apps, Microsoft
Alliance, India Subcontinent, Citrix

One of the problems
with early DaaS
offerings was lack of
comprehension of
the business use of
the desktop,
especially the
application
portfolio and
application
dependencies.

DD Mishra,

When one compares the actual operational cost of PCs with the
deployment cost of DaaS over a period of time, DaasS can even

come outto be cheaper

companies should take advantage of
cloud-hosted desktops and transform
end-user computing into next generation
workspaces.”

DaaS has been labelled expensive, but
there is a way to deal with it. Atul Ahuja,
Director, Desktop & Apps, Microsoft
Alliance, India Subcontinent, Citrix, says,
“When CIOs acquire PCs, the real cost
they see is just the cost of a physical PC,
but they overlook other components like
maintenance, manpower, etc. Thus, the
actual cost includes these variables and
operational expenditures.”

So when one compares the actual
operational cost of PCs with the
deployment cost of DaaS over a period of
time, DaaS can even come out to be
cheaper.

Says Mishra of Gartner, “One of the
problems with early DaasS offerings was
lack of understanding of the business use
of desktop, especially the application
portfolio and application dependencies.
Reducing complexity of technology can
be the key to reducing cost.”

For a typical task-based worker with
office and email integrated into the

scenario, he says. If local productivity
and Web-enabled line of business
applications form the majority of the user
application profile, DaaS may be a good
fit, especially if the Web content is public
SaaS content.

There are interesting developments in
the market: for example, Microsoft and
Citrix collaborating to offer XenDesktop
hosted shared desktops; VMware’s
Desktone acquisition, and Amazon’s
AWS Workspace offering. These
developments will continue till the
market matures towards improved cost
performance. Over a period of time,
simplification of licenses will enhance the
usage of DaaS.

IT is also under immense pressure to
enable the new mobile workforce without
sacrificing security and control. For this,
IT must ensure that corporate data and
applications are secure and it also must
control the costs associated with the
management of end user devices.

There are several ways to look at cost
reductions through DaaS. In the Daas
model, organisations do not have to pay
upfront cost for a device lifecycle of 3-5

Research Director, Gartner

image, it can be a relatively simple years. Another aspect to cost is the
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Finding the right fit for DaaS:
VDlisrarely implemented in
isolation—mostly it's partofa
broader strategy of cost savings,
flexibility or collaboration and
communications. Therefore,
Forrester recommends looking
closely at the use cases for VDl in
an organisation.

Investigate and understand
the other Daa$ options
available: The performance of
DaaS$ solutions, based on Citrix or
VMware/Desktone, may be
similar or better than that of
Amazon Workspaces.

EXPRESS COMPUTER
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Keep an eye on Microsoft
Windows Azure: Microsoft
continues to upgrade RemoteFX
and now lets customers use
remote desktop services (RDS)
onAzure. Also, with rumours of
Project Mohoro, Forrester
believes that Microsoftisinan
excellent position to offer a
compelling Daa$ offering in the
future.

Do not confuse DaaS with a
mobility strategy: Thereare
otherimportant practices to be
considered for mobility. If
enabling touch-screen tablets is
the goal, workspace instances are
expensive to be used as the
dedicated secondary desktop
environment, and the user
experience on touch-screensis
best suited for occasional use.

5

Review other options for
providing flexible access to
Windows applications on
demand: Session-based
computing technologies, such as
Citrix XenApp, application
streaming tools such as
Microsoft App-V, application
remoting tools such as Frame-
hawk and even custom-
developed native tablet apps, all
of these may prove to be better
options for some use cases. The
digital workspace delivery
technology landscape is rich with
innovative technologies, so 1&0
pros should choose the best tool
for the job.

Source: Forrester

MAYL15, 204 21
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ESSAR ADOPTS DESKTOP VIRTUALISATION

Essar Group, a multinational conglomerate in sectors as varied as steel, oil & gas,
power, BPO, telecom services and shipping, employs 75,000 people, with
operations in more than 25 countries, was facing data security as a major challenge.
The situation was aggravated because of two reasons: demand for user mobility and
the trend of bring your own device (BYOD) catching up.

“We had around 3,000 BlackBerry users and more than 2,000 people with
tablets, and with all the applications being accessed on the tablets, it was tough to
ensure security of critical information,” says Jayantha Prabhu, Chief Technology
Officer, Essar Group.

The distributed workforce and the complex hardware environment further added
to the challenge. Essar had 8,000 desktops to be managed, which also included its
BPO organisation. “We needed a solution that would be able to streamline and
simplify our hardware management process,” says Prabhu.

Essar approached desktop virtualisation with three major objectives: to enable
highly secure remote working, reduce the time spent on management and deliver
virtual desktops and applications to approximately 3,000-4,000 of its mobile
workforce. Essar discovered that it could move 75to 80% of users to the desktop
virtualisation platform.

Working closely with Citrix's hardware and architecture teams, Prabhu
completed migration of 5,000 desktop users.

Essar’s decision of implementing Citrix XenDesktop and Citrix NetScaler
solutions across the globe utilises a building block approach, which can then scale to
thousands of virtual desktops. It can deliver applications to any device inany
workplace environment, supporting arich user experience, and provide IT with
additional security and control. The most important benefit realised by the Essar
Group through desktop virtualisation was that of information security. The company
was able to centralise information and not have it loaded on individual devices.

“While the IT, ITES and banking sectors have adopted desktop virtualisation
solution quickly at this scale and complexity, we are the first manufacturing
operation inIndia that is going for such animplementation of desktop
virtualisation,” says Prabhu.

With 8,000 licenses of the XenDesktop virtualisation solution implemented,
Essar now plans to roll out the solution for all users across its offices. “One of the
main advantages of Citrix desktop virtualisation technology is the ability of the
organisation to have control and governance over the corporate data instead of
leaving it at the mercy of the end user. For us, desktop virtualisation as a technology
also helps the organisation strengthen its governance and compliance by giving the
capability to monitor, manage and restrict the applications on the virtual desktop,”
says Prabhu.

2 EXPRESS COMPUTER
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reduction in size of the manpower required
to support the DaaS infrastructure
(compared to legacy desktops). There is
also direct increase in employee
productivity, as DaasS gives flexible work
options to them and facilitates workplace
mobility.

Ahuja of Citirx says, “CIOs are also
considering DaaS as it can reduce the cost
incurred on setting up workstations for
employees. They do not have to be of
similar fit, as customers can configure
DaaS models based on the usage pattern
and work profile of employees.”

Concerns regarding DaaS

One of the concerns for organisations is
that their applications and data may not
find the path to cloud. When the desktop is
in the cloud, but all the important
applications and data are in the local data
centre, a non-optimal user experience is
likely to be created.

For these situations, Mishra of Gartner
gives some advice. “One should get those
servers that are hosting applications into
the public cloud and, possibly, with the
same cloud provider which is hosting
DaaS.” Another option, he says, is to use
on-premise DaaS.

ROl is another problem area for DaaS
initiatives, as it is difficult to calculate ROI
in the absence of comprehensive
evaluation.

Says Mishra, “I would discourage
speedy decisions while deploying DaaS. A
phased approach for selection, containing
several stages—starting from evaluation to
pilot roll-out—can provide better insights
for a compelling business case.”

Some of the business goals CIOs can
look at for evaluating DaaS include agility
improvement, increase in productivity,
better control, enhanced flexibility and, of
course, TCO reduction.

This should be followed by identification
of appropriate use case and technology.
One should also look at segmenting the end
users and thus optimising the roll-out for
better cost justification.

DaaS is a compelling technology, but
vendors still need to demonstrate it in
more real-life scenarios and prove that it is
as cost-effective and simple as touted.

jasmine.desai@expressindia.com
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TARUN JAIN
HITACHI

A late entrant in the projector market, Hitachi is trying hard to grab a bigger chunk
of the business. Tarun Jain, Country Head - India & Deputy General Manager,
Hitachi Home Electronics Asia, talks to Pupul Dutta about the company's plans

“We have been constantly evolving the
digital learning and presentation market”

Hitachi plans toincrease its market share in the
projector category to 14% by 2015. What would be
the company’s go-to-market strategy to achieve
the same?

India has been a key market for Hitachiboth in
terms of quantity and value. With a wide range of
projectors catering to the professional segment as
well as the mass market, we are set for a bullish
performance, targeting a market share of 14% in
India by 2015. Going forward, we plan to enhance
focus on the professional projector market. To tap
this segment, we have recently introduced an
extensive line up of 16 high-end installation series
projectors. At the same time, education,
government and home will also be vital segments
for Hitachi. Over the next few months, we are
slated to introduce some technologically advanced
and customised projectors serving the needs of all
these segments.

Our go-to-market strategy is a compilation of
various strategies segmented on the basis of
various factors. We have formulated a specific
plan for each activity, such as product, pricing,
channel, sales force and promotional activity.
With our product strategy, we would be catering
to allindustry verticals: ProAV, education,
corporates, home and thus we plan to reach out to
more end-users.

Portability in projectorsis driving the market. How
are your products addressing this need of
enterprises?

Portability of projectors is of importance to only a
certain market segment. The projector market is
extremely diverse and each segment has varied
priorities depending on its projection needs.
Currently Hitachi is focusing strongly on the high-
end niche projector market. Hitachi’s installation
series projectors are feature rich and have
tremendous installation flexibility, thus becoming
anideal choice for any type of installation
environment. At the same time, the volume zone
projector market too remains on Hitachi’s priority
list. To address needs of this segment, we are
developing customised models with features like
wireless connectivity and PC-less presentation.
‘We are making sure that we cater to all segments
by strengthening our distribution network in big

EXPRESS COMPUTER

(" timma. )
|Eb:

f

;.-._/

Inthe corporate
and government
sectorstoo, with
thelT
infrastructure
spending
becomingan
integral part of
budgets, projectors
have becomean
essential asset for
organisations.
High-end
projectors for
professional usage
like cinema, events,
retail, branding
have alwaysbeena
big chunk of sales,
and now withthe
everincreasing
malland multiplex
penetrationintier |
and lllmarkets, this
businessisonly set
tosoar.

aswell as small cities in India. We are also gearing
up our post-sale service accordingly.

Which sector do you expect will be driving projector
salesinIndiaand why?

Welook forward to the government giving special
focusto the education segment and the
progression of audio video infrastructure in
educational institutions. For the personal or home
segment, the changing lifestyle of consumers,
access to affordable technology and increase in
spending on electronics has led to an upsurge in
the demand for high-end products, including
projectors. In the corporate and government
sectors too, with the I'T infrastructure spending
becoming an integral part of budgets, projectors
have become an essential asset for organisations.
High-end projectors for professional usage like
cinema, events, retail, branding have always been
abig chunk of sales, and now with the ever
increasing mall and multiplex penetration in tier I
and III markets, this business is only set to soar.

What are the company’s future plans? How do you
plan to take on competition?

‘We have been constantly evolving the digital
learning and presentation market, providing
customers with a full range of projectors and
interactive whiteboards. Our team is planning its
strategy in a way that would ensure success by
swiftly adapting to market demands and
constantly adopting distinctive positioning and
marketing strategies.

Hitachi has taken lead in the education segment
with the new product line up of ultimate short
throw (UST) projectors and created a market for
the same. In the high-end projector category, we
have created better value for our customers, using
rich connectivity features like HD base input and
SDIinput. We understand that customers need
products, which are rich in connectivity, easy to
operate with high product performance and
reliability. Hitachi focuses on product
development, considering all these specifications
andlaunches products at competitive prices, with
assured post-sales support.

pupul.dutta@expressindia.com
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HEARTBLEED

AREYOU AFFECTED?

The insidious bug has caused a lot of buzz and alarm in security circles. Are Indian
enterprises affected and, if so, what are they doing about it?

ver the past few days, there has

been alot of talk about the

Heartbleed bug and how it can

potentially cause havoc from the
data security perspective. The bug allows
an attacker to exploit vulnerability in the
OpenSSL cryptographic library and gain
access to the system memory and steal
data from it. This data could range from
anything between passwords and active
transaction data to even encrypted
private keys that would allow an attacker
to launch a phishing attack through
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legitimate websites.

However, the jury is still out on what is
the exact impact of this bug - there have
been no reported attacks that point to
possibility of the vulnerability being
exploited to launch the attack. There are
various figures on how many systems are
actually compromised, as most figures
are given out by security solution vendors
based on the analysis of their own
customer base.

According to Surendra Singh,
Regional Director, SAARC & India,

Websense, Inc, industry figures suggest
more than half a million vulnerable
systems, but the extent of damage is still
not yet known as there are no concrete
reports of a direct impact.

Venkatesh Sundar, CTO, Indusface, is
of the view that industry statistics
indicate that two thirds of all websites
may be vulnerable, though in India only
5% of Indusface customer base was
affected by the bug. However, both Singh
and Sundar suggest that enterprises
should pro-actively look at keeping
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themselves protected and take both
detective and preventive approaches to
secure their organisations.

A low-down on Heartbleed

The biggest problem in countering the
Heartbleed bug is the fact that its use is
widespread but cannot be mapped with
exact numbers. A lot of web servers and
Internet-connected devices may be using
OpenSSL as it is freely available.
Therefore, there is a lot of ground to
cover in terms of detection and
prevention.

Nanjundeshwar Ganapathy, Chief
Technology Officer, Uniken, says that the
bug affects the OpenSSL library, which is
in widespread use by Apache web
servers as well as servers running Linux
or even Solaris.

According to him, OpenSSLis an
open source community based effort,
where much of the focus was purely on
performance. While a lot of enterprises
use OpenSSL, no one really pays for its
use. Most of the time, its use goes
insufficiently audited from a security
perspective.

The fact that OpenSSL has been in
use for years on a wide scale, but the
vulnerability was only discovered until
recently, substantiates this view.

Ganapathy also believes that mobile
devices could be potential carriers of
malware that orchestrates the exploit.
For instance, mobile applications that
support in-app purchases can connect to
servers, which use affected versions of
the OpenSSL software.

Talking about the impact of OpenSSL,
KK Mookhey, Principal Consultant and
Founder, Network Intelligence India,
says that the impact of this bug is that it
allows the attacker to access the memory
of the target server.

“The memory typically contains
passwords and could potentially also
contain the private key of the digital
signature. This would mean that the SSL
encryption is basically now not actually
existent: the attacker - if he/she can sniff
the traffic - can also easily now decrypt it
with access to the private key of the
server,” he adds.

According to Avinash Kadam,
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Advisor, ISACA India Task Force, the
basis for secure communication is the
private key of the web server. This
private key is used to identify the server
and encrypt all the traffic. “Once the
private key is stolen, all security is lost.
The server can be impersonated. Any
encrypted communication with that site
such as passwords, credit card numbers,
secure transactions are now exposed,” he
says.

Ashish Thapar, Head - Global
Consulting & Integration Services
(GCIS), India & South Asia, Verizon
Enterprise Solutions, describes this bug
as a ‘forever-day vulnerability’
According to him, it could take years for
this vulnerability to be completely
eliminated from hardware, embedded
systems and legacy applications. TLS
implementations in Windows and OS X
operating systems are not vulnerable.
However, applications running on these
OSes that were developed using a
vulnerable OpenSSL library might be at
risk.

“The attack code is in the wild and
leaves no trace of the attack on the
server. Around 66 per cent of all websites
are using Apache that use OpenSSL,
most TLS implementations use
OpenSSL and the majority of hardware
appliance vendors use OpenSSL code in
their products,” adds Thapar.

He says that for mobile devices, the
Heartbleed vulnerability is being
referred to as “Reverse Heartbleed”.
Traditional clients like web browsers,
apps that use HT'TP API on mobile
handsets and PDAs may be vulnerable if
they use OpenSSL for Transport Layer
Security. “For instance, millions of
mobile devices running Android 4.1.1
(Jelly Bean) use the OpenSSL version
and are currently affected with the
Heartbleed issue,” he says.

Protecting against Heartbleed
Asthe exact spread and impact of this
bug is not yet known, enterprises will
need to start identifying where the
vulnerability exists in the organisations,
and apply the necessary software

patches and make the required upgrades.

Ganapathy of Uniken says that most

The level of

awareness is

very highand
organisations first
focused onfinding
out their exposure
to the bug.

KK Mookhey,

Principal Consultant and Founder,
Network Intelligence India

Millions of mobile

devices running
Android 4.1.1 (Jelly
Bean) use the
OpenSSLversion
and are currently
affected with the
Heartbleed issue.

Ashish Thapar,

Head - Global Consulting & Integration
Services (GCIS), India & South Asia,
Verizon Enterprise Solutions
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If the estimate of
two thirds of servers
onthe Internet using
OpenSSLis correct,
therewillbea

huge demand for
new digital
certificates.

Avinash Kadam,
Advisor, ISACA India Task Force

We have taken a

letter fromall
vendors using
OpenSSL, verifying
that they have
applied the
necessary patches
and are protected
against the
Heartbleed bug.

ABalarkishnan,
CTO, Geojit BNP Paribas Financial
Services Ltd
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enterprises do not know how many and
which services they are running
internally are using SSL encryption. This
makes it extremely difficult for security
teams to prepare against the malicious
attacks which can be caused due to
Heartbleed vulnerability.

After identifying the vulnerability,
they need to fix it at their end at multiple
levels. They need to identify and upgrade
their servers and network infrastructure
to patch this bug. They also need to fix the
vulnerability across the complex set of
platforms and devices because of
significant BYOD population.

Giving his perspective, Mookhey says,
“First identify your OpenSSL footprint.
Then immediately contact your vendors,
service providers and administrators to
obtain the patch and implement it. Then
test your site using any of the
vulnerability scanning tools, which have
plug-ins for this vulnerability.”

“Finally, if you’re not able to apply the
patch for some reason, then either
disable the heartbeat functionality in
your OpenSSL implementation, or
implement a blocking rule on your IPS or
‘WAF,” he concludes.

Sundar of Indusface says that what
enterprises can and should do is ensure
their own mobile apps are tested and the
vendors engaged for doing the mobile app
security testing also includes the
Heartbleed risk assessment as part of
their mobile app security test suite.

“Heartbleed is an example of “server”
vulnerability, but it is not impossible to
find similar “client” side issue. BYOD
devices introduce a litany of diverse OS
and apps in the enterprise environment.
Beready to protect your assets against
these known-unknowns in future. Before
admitting a new device into the
enterprise environment, it can be
checked for Heartbleed. That would be
the additional check needed in BYOD
strategy,” he says.

Sharing a similar point of view,
Thapar of Verizon says, “The impacted
devices would be vulnerable to a hack
where a malicious server would be able to
exploit the flaw in OpenSSL to grab data
from the device’s browser, which could
include information such as previous
sessions and logins.The BYOD security

strategy should ideally address thisissue
as part of security controls preventing
data leaks, providing network protection,
mobile device lock-down and sandboxing
for enterprise applications.”

Giving the vendor perspective, Singh
of Websense says that the company has
already identified websites that are not
patched and is blocking access to them.

“We have updated our solutions, but it
is also necessary that enterprises intimate
their employees and customers to take the
necessary precautions, because if they do
not change passwords, they are still
vulnerable to an attack despite the
patches and updates,” he adds.

This means that an enterprise might
have made the necessary updates to its
infrastructure but they should also issue
advisories about Heartbleed to their
employees, customers and other
partners, so that these entities take the
necessary precautions at their end.

However, customers too should pro-
actively check if their vendors or service
providers have made the necessary
upgrades to their SSL infrastructure and
applied the necessary software patches,
albeit merely changing a password at
their end would just leave their new
passwords vulnerable to data leakage.

Since the bug can also affect security
certificates for websites, enterprises
would also end up going in for a security
certificate refresh, while revoking their
current certificates. However, Mookhey
of Network Intelligence feels that unless
there is a clear sign of compromise of
existing user data, he doesn’t see too
many organisations investing in new
digital certificates. “I believe Symantec
and some others have declared that they
will be issuing revised new digital
certificates at no additional cost. So
organisations that do go in for new digital
certificates just might be able to do so
without a huge cost overhead,” he adds.

Kadam of ISACA believes that there
will be an increase in the number of
organisations applying for digital
certificates. He says, “They have to not
only patch OpenSSL but also get new
public/private key pair, update digital
certificates and change every password
that could have been stolen. If the
estimate of two thirds of servers on the
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Internet using OpenSSLis correct, there
will be a huge demand for new digital
certificates.”

How are enterprises going about it?
According to Mookhey, organisations
have rallied quickly to address this issue.
The level of awareness is very high and
organisations first focused on finding out
their exposure to the bug - i.e. which of
their public-facing systems were using
OpenSSL. Vendors were also very quick
torelease patches. “In my opinion,
almost every enterprise took very quick
action to apply the patch and fix the
issue,” he says.

Sundar of Indusface says that India
was not as impacted as we thought it
would be, mainly because most of them
were running the older version of the
technology, which helped them avert
this bug. The level of awareness is very
high among the techies and the CIO/ IT
managers in enterprises. “The
challenge for the enterprise is more to
eliminate the level of confusion and
panic, and gain back confidence of its
non-technical consumers—so that they
get back to doing online transactions
again,” he adds.

Echoing this sentiment, the CISO of a
reputed bank, who did not wished to be
named, says that the bank does not use
OpenSSL for its critical servers, but
relies on Microsoft’s Internet Information
Server or IIS. However, the non critical
servers were running on older version of
OpenSSL, which did not have the bug.
Still, they have been updated to the latest
version that offers a fix, just in case.

He further says that the government of
India and CERT have issued advisories
against Heartbleed to financial
organisations. Even governing bodies for
banks have issued letters informing them
about the bug. However, he is of the view
that there should be a national level
advisory for everyone on Heartbleed, as
much of what is getting reported in the
media is mostly negative, with lesser
focus on how to resolve the issue.

Heis also of the view that any
organisation following compliance
standards, such as ISO 27000, would
typically have an updated inventory of its
software assets. Therefore identifying
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We have done a
vulnerability
risk assessment
and determined
that we are not
affected.

Sunder Krishnan,
Chief Risk Officer,
Reliance Life Insurance

BESTPRACTICES TO KEEP

HEARTBLEED AT BAY

@ Implement monitoring (e.g.,
IDS/IPS or similar network packet
capture and examination controls).

@ Update OpenSSLto1.0.1g or
disable heartbeat support on
external facing systems.

o |dentify applications and other
systems using OpenSSL and
upgrade or disable heartbeat
support on the remaining
vulnerable systems. In some cases
(e.g.,OpenVPN), this will require
recompiling the application.

o After OpenSSLhas been
addressed via upgrade or
reconfiguration, regenerate private
keys and coordinate for revocation
and reissue of TLS/DTLS/SSL
certificates on all affected servers.

@ Post adequate remediation of
OpenSSLvulnerability; reset user
credentials on all sensitive and
affected systems.

@ Work with your third party service
providers (as applicable) to ensure
that they have effectively
remediated the OpenSSL
vulnerability.
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and patching should be easier for them.

Sunder Krishnan, Chief Risk Officer at
Reliance Life Insurance, says, “We have
done a vulnerability risk assessment and
determined that we are not affected. We
have even issued advisories and a list of
FAQs to our employees and other
stakeholders.” The company relies
heavily on in its vendor partnerships and
therefore has interfaced with all the
solution vendors to ensure that they have
released the necessary patches to the
organisation. Simultaneously, the
company is also monitoring its assets
using the OpenSSL 24x7, for any
apparent anomalies.

Geojit BNP Paribas, one of India’s
leading stock trading companies, also
offers a suite of apps on Facebook which
include an online trading application.
Facebook was one of the websites listedby
security solution vendors among the
websites that can be potentially hit by the
bug.

Talking about how the company is
going about protecting itself from the
bug, A Balarkishnan, CTO of Geojit BNP
Paribas Financial Services Ltd, says that
the Facebook application has no
connection with the core trading
business, which runs on the broker
secured network. The transaction
enabled app is based on the Facebook API
and runs on a separate network.

The general pages of the company on
Facebook do not give access to any
market data, as the company is not legally
allowed to share market data with anyone
who has not passed through KYC
compliant processes.

“In our case, we are not running the
affected versions at all. We have checked
all our OpenSSL deployments and taken a
letter from all vendors using OpenSSL,
verifying that they have applied the
necessary patches and are protected
against the Heartbleed bug,” he adds.

The company is also running
campaigns for its employees and other
stakeholders on the disclosure of the bug
and how it can affect them. These
campaigns are based on the research by
BNP Paribas Asia Pacific Info Security
Division.

harshal.kallyanpur@expressindia.com
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Myntra.com migrated most of its
servers from AWS to Netmagic to
cut latency by 00-25%. The result:
a quicker \oading site and better
experience for shoppers

BY HEENA JHINGAN
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n the highly competitive Indian online
retail landscape, dotted with a million
retailers in the fray (according to an
IAMAI survey), every second counts.
And speed is what prompted online
fashion store Myntra.com to move some
of its web servers closer home—from
Amazon Web Services' Singapore data
centre to Netmagic's Mumbai facility.

Myntra Designs had started off in the
business of personalisation of products
mostly for corporate customers. Later, in
2010, the company shifted its strategy to
becoming a B2C firm, expanding its
catalogue to fashion and lifestyle
products. Today, it offers products from
over 500 Indian and international brands
through its portal.

The company's B2C shift called for
devising simple and effective ways to
reach out to customers, including
innovative payment models such as cash-
on-delivery. Thus, they redesigned
Myntra.com to meet the needs of online
shoppers. They also expanded their
warehousing capacity to deal with the
surge in orders.

Initially, Myntra was hosted at the
AWS data centre at Singapore. However,
soon they realised they were
experiencing network latency.

“Every user accessing the site from
India had to be routed to Singapore; that
would add quite a bit of latency and thus
adversely affect user experience,”
explains Shamik Sharma, Chief
Technology and Product Officer at
Myntra Designs.

Besides, Myntra also needed more
control over the infrastructure, which
was difficult with AWS because the data
centre was located at Singapore. The
company needed to move its
infrastructure closer home for better
network speed and control.

“We wanted more control on what
infrastructure we run our business on
and the ability to choose specific server
types. Also, we had limited control [with
AWS]; though there were many
configurations available to choose from,
we could not customise it to the degree
we wanted,” he reasons.

In the previous setup, says Sharma,
there had been a couple of incidents of
downtime that made the network
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Latency of
Servicesis now

down by 20-25%
overall.

Shamik Sharma,
Chief Technology and Product Officer,

Myntra Designs

unreliable and unpredictable. This made
Myntra look for an India-based hosting
provider.

Going hybrid

Not that Myntra wanted to move
completely away from AWS; there were
several good things—flexibility of billing
and scale, for instance—that AWS had to
offer. So currently, Myntra's is a hybrid
setup, with about 80% of its servers hosted
with Netmagic and the rest still on AWS.

“We have now about 80 servers at the
Netmagic data centre—all managed on
an opex model by them. Netmagic
directly talks to our suppliers, such as
Dell, and procures the desired
infrastructure piece for us. We pay on a
monthly basis, thus not having to incur
capital expenditure,” says Sharma,
adding that Netmagic has software-
based load balancers that help ease the
pressure on various servers.

“We use a couple of servers for load
balancing and on the network side we have
firewalls to secure the website. Some
servers are virtualised and used for
development work—developers work on
virtual instances for their jobs. And a server
runs the caching service,” he elaborates.

Netmagic also provides Myntra the
bandwidth that powers the website, on a
pay-per-use model. On redundancy of the
website and the applications, Sharma
says they are working with Netmagic to

include cross-datacentre BCP (business
continuity planning) or high availability.

“What we do within Netmagic facility
isthat we have load balancers, firewalls
and partitions across clusters. If one
server goes down we can use another. We
also take regular snapshots (every six
hours) of our database and apps onto a
parallel setup so that we can bring it back
up there at short notice,” he explains.

Shifting to the Netmagic data centre
in Mumbai has resulted in some key
benefits for Myntra. It has not just
dramatically lowered the latency, but
helped them improve customer
experience as well.

“Latency of services is now down by
20-25% overall. Our website shows up on
the user’s page in a little over two
seconds, whereas it used to take almost
three seconds earlier;” he says.

Faster load time a key advantage in
the online retail space: if a site takes too
long to load, impatient shoppers can
switch to another e-tailing competitor.

Now that the company also avails of
bandwidth from Netmagic, the network
has become more reliable and robust
than before.

An obvious choice

The migration to Netmagic wasn't
smooth, if not cumbersome, points out
Sharma. They had complex layers of
applications and customer databases to
manage. However, Netmagic stood besides
the company as a strong partner to resolve
all the issues that emerged, avers Sharma.

Citing an example, he says, “At one
point of time we had a situation wherein
one of the servers was not working due to
a BIOS configuration issue. The
Netmagic support team worked with us
on an hourly basis: they set up a war-
room and had three to four engineers
working with us throughout the problem,
and they resolved it.”

“Netmagic pitched in with skill sets
wherever we lacked,” says Sharma. He
feels they have forged a strong
partnership with Netmagic and they are
now also running a pilot of the solution
provider’s on-demand capability that
helps manage traffic during peak times.

heena.jhingan@expressindia.com
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GOING THIN
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HDFC Life uses Citrix's XenDesktop thin client
platform to improve efficiency and security

BY PUPUL DUTTA

hen HDFC Life, a leading

insurance company, decided to

do away with legacy

infrastructure, it faced a series
of problems. To begin with, the company
had the challenge of maintaining and
providing support to the ageing
computers. Secondly, there was a spurt in
mobile devices and the company wanted
to capitalise on this trend by offering
services through mobiles and tablets.
That's when HDFC Life felt that it should
consider desktop virtualisation for its I'T
needs.

“We did not want to get bogged down
by the constraint of servicing our
customers only through branches. With
the proliferation of high-powered tablets
and mobiles and improvement in
connectivity, we wanted a solution that
could complement this trend,” says
Thomson Thomas, Senior Vice President
-IT (Head - Business Systems and
Technology), HDFC Life.

Besides the problem of ageing
infrastructure, HDFC Life also wanted to
overcome the challenge of information
security. It had become a problem for the
IT department to enforce security in the
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conventional IT desktop environment.

Thomas says that even though the
company had control over what one could
download and store on one’s PC, it was
still a challenge for IT as far as security
was concerned. “Therefore, we wanted to
eliminate the hard disc and storage at the
branches,” he adds.

While the cost of deploying virtual
desktop infrastructure (VDI) was not
lower than that of new desktops, Thomas
took the long term view and went ahead
with VDI, as he wanted to deploy a
technology that would enable HDFC Life
to scale up.

HDFC connected all its 360 branches
through multiprotocol label switching
(MPLS), linked to the back-end hosted in
Mumbai. The sales staff had to access
applications through PCs at the
branches. In all, the company had around
7,000 workstations.

The solution

HDFC evaluated several solutions before
zeroing in on Citrix's XenDesktop.
Thomas, who had previously used Citrix
solutions, was very positive about
working with the company again.

NCY

He felt that the biggest advantage with
Citrix was that it had an entire suite of
platform and software to enable any level
of virtualisation. “Citrix offers
XenDesktop for end point virtualisation,
XenServer for server virtualisation and
XenApp for consolidating applications,”
Thomas asserts.

“Besides, the Citrix platform is light
on the network and easy to deploy. It gave
us an edge by letting us go to any extent of
virtualisation with the same partner,”
says Thomas.

For the proof of concept (PoC),
Thomas picked up a mix of locations. “We
did a PoC of 30 thin clients across 10
locations. The PoC ran for over a month
and provided us important feedback on
the benefits and robustness of the
solution,” he says.

Post the PoC and the positive feedback
from the end users, HDFC Life went
ahead with the first phase of deployment
of Citrix XenDesktop, rolling out 1,000
Citrix XenDesktop terminals at 50
locations.

Thomas says that the speed at which
the user could access applications was
phenomenally better than that in the
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desktop environment. “This gave us the
confidence to go in for the next phase
with more branches and more functions,”
adds Thomas.

The company went live inless than a
month. “We only had to upgrade certain
network switches to cater to the increase
in traffic that the VDI solution would
bring. Given the solution works well on
standard Intel boxes, this does away with
the need for upgrades,” he says.

The VDI solution, which has been
deployed for the sales function, is being
considered by HDFC Life for other
applications as well.

“While Citrix XenDesktop was
initially deployed for the sales function,
after witnessing the host of benefits,
HDFC Life has decided that the desktops
of other functions such as training and
operations would also be replaced with
the VDI platform,” says Nilesh Goradia,
Head - Pre-sales, India Subcontinent,
Citrix.

’

Benefits galore
The deployment of
Citrix XenDesktop
hasyielded a

host of
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Since thinclientsare
90% more power
efficient than
desktops, in case of
remote areas where
there is no electricity
for longer

durations, they

are very useful.

Nilesh Goradia,

Head - Pre-sales,
India Subcontinent, Citrix

benefits for HDFC Life. One key benefit
hasbeen the ease of manageability for the
IT team. “They can now quickly roll out,
clean up and manage anti-virus patches
and software updates. Managing the
computing devices itself has
become easy,” says
Thomas.
With the
management of
devices now
happening
centrally, the
security
risk has
been
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minimised. Most applications can now be
accessed faster; asthey don’t runon a
local PC. Since it is a virtual session,
there are not too many offline software
open on the end-user devices. Hence,
there is improvement in the feed of the
applications that are used by the sales
force.

By providing lean devices, the solution
has helped save space and has resulted in
fewer terminals. “Even though there are
only 2,000 thin clients, we have a
coverage ratio of 1:3. The sales force
moves out in the field and comes back in
the evening for uploads. They don’t need
dedicated terminals,” says Thomas.

HDFC Life plans to extend the
technology to tablets and mobile devices.
“When we kick off our initiatives on the
mobile front, we would be using the Citrix
platform to enable our employees to
access applications,” says Thomas.

In addition, the total cost of ownership
too has come down considerably, with
operational efficiency improving at the
same time. According to Goradia of
Citrix, “Since thin clients are 90% more
power efficient than desktops, in case of
remote areas where there is no
electricity for longer durations, they are
very useful. It also promotes green
computing.”

pupul.dutta@expressindia.com



SUHAS ULIYAR
ORACLE

Suhas Uliyar, Vice President, Mobile Strategy & Product Management, Oracle,
shares insights into how IT heads can address the challenges of enterprise
mobility in an interview to Pupul Dutta. Excerpts:

“Our strategy is to simplify
mobility for our customers”

Isn’t Oracle a little late to the mobility business?
‘Well, mobile has gone through an interesting
evolution and has been deployed in enterprises
for over a decade in a lot of variations and
trends. Enterprises are now re-looking at
mobile and we have the perfect opportunity
right now, especially since enterprises are
shifting from tactical approaches to a more
strategic architecture that brings together the
convergence of social, mobile, web and the
internet of things. Overall, we are yet to find
enterprises that are taking a really holistic
approach to mobile, in an ever changing
landscape of mobile devices and new types of
interfaces. We have an opportunity to leapfrog
and address customer pain points in this new
landscape.

What is your strategy to gain share in this
market, where some of your competitors are way
ahead?

Our strategy is to simplify mobility for our
customers. Given Oracle’s breadth and depth
of providing apps and middleware, we are
approaching mobility in three ways, whereas
our competitors are in one or two buckets,
providing either apps or infrastructure. So,
what we are doing is that we are providing
out-of-the-box mobile apps based on our
platform to a lot of the Oracle backend—be it
Siebel, PeopleSoft, JD Edwards or
Enterprise Business Suite solutions. Our
customers can further extend the web based
applications built on the Fusion Middleware
stack (where we are number one leader) to
mobile as well.

Even if we just focus on our own
customers—be it Oracle’s apps customers or
Fusion Middleware customers—there are
enough customers for us to be market leaders
without breaking a sweat. And the reason we
are so confident about this is the aspect of
mobile security where Oracle leads the market.

The competitors are going to struggle
because the world of mobile is moving away
from very complex and conformist model to
more of a simplistic model in the cloud. This is
what is going to enable us to leapfrog and gain

32 EXPRESS COMPUTER

What is your
current play in the
enterprise mobility
market and how
many customers
do you have?

We have several
customers who have
basically takenthe
Oracle Fusion
Middleware stack
and use our tools
like ADF mobile and
WebCentre totake
their existing
internetand

intranet sites, to
mobile devices. One
of our customers,
Northumbrian
Waterinthe UK,
uses the tool for field
service applications.
ThenthereisTexas
Industries, which
providesaB2Capp
forits customersto
give visibility about
their vehicles;itis
integrated with
Google Maps.

market share because we can go across the
stack from small and medium to large
enterprises. To summarise, there are two
reasons why and how we are going to gain
market share, one is our existing customer base
in apps and middleware and the second is the
platform that enables us to have alarger
ecosystem to reach individual developers as
well as larger enterprises and everything in
between.

What are the challenges faced by enterprises
with respect to mobility?

The challenge is really to think more
strategically than tactically. The hurdle
enterprises face today, is how to really create an
architecture where they are not sort of trying to
boil the ocean but take perhaps a baby step
approach and not put themselves in a corner.
So, organisations are going mobile, starting
with small projects, but they also do not want a
situation wherein, as more and more apps come
in and more users join in, they have to redo the
architecture.

Another challenge for enterprises s to
adopt a BYOD strategy that addresses security
and a much holistic architecture that complies
with their existing infrastructure. Instead of
re-inventing the wheel, they can take
advantage of all the investments they have
made. This is why we believe that we are not
late to market because, basically, hundreds and
thousands of our middleware customers can
take advantage of the investments they have
made and, in a few weeks, start delivering the
applications.

In the past, if anyone were to ask me how
much time it will take to build a mobile app, I
would have said six months to a year. What is
happening with our customers now is that
they are delivering these apps in weeks. With
this change, enterprises are becoming more
agile. Now updates happen overnight, a day
after the original download. So, this is the kind
of speed and efficiency customers are hoping
to get.

pupul.dutta@expressindia.com
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JIM THOMPSON
UNISYS

Jim Thompson, Engineering VP and CTO of the Technology, Consulting and
Integration Solutions (TCIS) unit at Unisys, talks to Pankaj Maru about the lesser
known side of virtualisation, the migration risks and challenges, among other things.

“The next frontier for security is the
storage and virtualisation layer”

Why are organisations not opting for full scale
virtualisation?

Going by Gartner or IDC estimates, about 50%
workloads are virtualised today. Though
virtualisation technology has been around for
some time, the question is why are the other
50% workloads not virtualised yet? We believe
there are couple of things happening in that
part of the workloads. Some workloads are not
virtualised simply because of their size, they are
so large that virtualisation doesn’t make sense.

Virtualisation tends to be a great
consolidation play. It’s great when you want to
thin provision or over provision. But it's not so
good for predictable performance, error
containment or security. In most cases of
virtualisation, you give up something in
exchange for thin provisioning. It’s acceptable in
the context to that workload. However, we
found that other workloads have a mission
critical or performance prediction aspect to
them, which makes virtualisation not the best
fit for them. Hence they haven’t been virtualised
yet.

I also think some workloads have not been
virtualised because of the complexity or cost. If
an organisation decides not to go for
virtualisation, then it is also about control.
People who are responsible for the workload are
simply unwilling to give up on the perceived or
real security problems.

Often, customers are unclear whether they
want a combination of workloads to move to the
public cloud or out of the building— because of
the application nature, kind of data and
regulatory issues attached with it. So, I think
there’s room for all of these. The challenge for us
istobuild a system that can deliver all of these:
on premise, off premise, virtualisation and
provisioning. It depends on the customer to
decide how he wants to plan his infrastructure.

Fromarisk point of view, what are the areas or
elements that come along with virtualisation?
There is a set of characteristics and trades that
come along with virtualisation. When you start
doing thin provisioning in virtualisation, be
prepared to tolerate unpredictable
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Organisations are
undertaking
migrations now.
What are the
reasons for this?

There areanumber
of reasons. | think
onereason for
organisations
undertaking server
migrations today is
they don'tlike the
pricing policy of
theirvendors, beit
Solaris, IBM, or HP.
Theyneedtofinda
solution that fits
their business
criticalmodel.

[ thinkit's price,
licensingand
technology pressure
aswell. Everybody
wants alow cost
solution with more
capability, security,
reliability and
resiliency. But they
are notready to pay
more, soit'sahuge
opportunity forus.

performance in the application. Also, be
prepared to deal with the system where the
failure of one VM (virtual machine) may lead to
the failure of multiple VMs. That’s where the
application needs to tolerate or the
infrastructure has to be designed to cope with.
Then there are security concerns and issues
linked with the system when the infrastructure,
particularly storage, is shared. There have been
some cases where the control on some part of
the virtualisation software has been
compromised.

So I think the next frontier for security is
actually the storage and virtualisation layer. We
have put lot of effort into security capability
around the technological stealth. That’s not only
about dealing with data in motion but also with
data at rest.

What'’s your vision for Forward!? What role is it
going to play for enterprises?

Forward! plays in the business critical space.
Our initial use cases are around SAP ERP,
migration of UNIX workloads and other
business-critical areas. Then there’s mainframe
application in that space, which is called non-
mainframe mission critical. It’s the euphemism
for UNIX, like IBM-AIX, HP-UX and Solaris.
Each of these environments has its own
problems today. Generally, those people want to
move to Linux.

They look at Linux environments, be it SUSE
or Red Hat—they are less expensive and meet
their opex or capex needs. Linux environments
offer a fairly open architecture, where they don’t
have to deal with one vendor. The inhibitor to
this move have been business critical workloads
that tend to run on those systems. People are
attracted by all the attributes of open systems
and pursue it because of the platform’s longevity.
But they can’t just leap to the Linux environment
with the workload sets through looking for
something that got security and resiliency
characteristics that they have today. So, we
think Forward! fits exactly that space. That’s
why it’s one of the use cases.

Pankaj.maru@expressindia.com
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RAJESH MAURYA

ALITTLE SEGURITY FOR BIG DATA

Securing big data

in the enterprise
requires smart policies
enforcement, thorough
analytics and high
performance tools

Inabig data environment,
policy creationand
enforcement are more critical
than usual because of the
larger volumes of data and
the number of people who
will require access to it
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ringing the issue of security into
the big data discussion often
produces two divergent schools of
thought from IT professionals—
categorical denial that big data should be
treated any differently from existing
network infrastructure, and an opposite
response towards over-engineering the
solution given the actual (or perceived)
value of the data involved.
Big data—defined by Gartner as high-
volume, high-velocity and/or high-variety
information assets that require new
forms of processing to enable enhanced
decision making, insight discovery and
process optimisation—increases routine
security challenges in existing data
networks.
These are the four facets, as defined
by IDC, that give rise to challenges but
also opportunities:
® Volume: The amount of data is moving
from terabytes to zettabytes (1
zettabyte is 1,000,000,000 terabytes)
and beyond

® Velocity: The speed of data (in and
out), from static one-time datasets to
ongoing streaming data

® Variety: The range of data types and
sources - structured, un/semi-
structured or raw

® Value: The importance of the data in
context

Yet, while big data presents new
security challenges, the starting point to
resolving these challenges remain the
same as creating any other data security
strategy: by determining data
confidentiality levels, identifying and
classifying the most sensitive data,
deciding where critical data is to be
located, and establishing secure access
models for both the data and analysis.

Plan around the big data lifecycle
Properly defended big data
necessitates defining specific security
requirements around the big data
lifecycle. Typically, this begins with
securing the collection of data followed

by securing access to the data. Like
most security policies, a proper
assessment of the threats to the
organisation’s big data never ends but
revolves around ensuring the integrity
of data at rest and during analysis.

Performance is a key consideration
when securing the collected data and the
networks. Firewalls and other network
security devices, such as those for
encryption, must be of sufficiently high
performance so they can handle the
increased throughput, connections and
application traffic. In a big data
environment, policy creation and
enforcement are more critical than usual
because of the larger volumes of data and
the number of people who will require
access toit.

The sheer amount of data also
proportionately increases the need to
prevent data leakage. Data Loss
Prevention technologies should be
employed to ensure that information is
not being leaked to unauthorised
parties. Internal intrusion detection
and data integrity systems must be
used to detect advanced targeted
attacks that have bypassed traditional
protection mechanisms, for example,
anomaly detection in the collection and
aggregation layers. The inspection of
packet data, flow data, sessions and
transactions should all be scrutinised.

Because big data involves
information residing over a wide area
from multiple sources, organisations
also need to have the ability to protect
data wherever it exists. In this regard,
virtualised security appliances
providing a complete range of security
functionality must be positioned at key
locations throughout the public, private
and hybrid cloud architectures
frequently found in big data
environments. Resources must be
connected in a secure manner and data
transported from the sources to the big
data storage must also be secured,
typically through an IPSec tunnel.
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Leveraging big data with the

right tools

While big data presents challenges, it
also offers opportunities. With the right
tools, vast amounts of information could
be analysed, and this allows an
organisation to understand and
benchmark normal activities. If that
organisation could then monitor for users
who stray from that norm, it could
proactively get ahead of potential data
and system breaches.

This effort is aided by competent IT
staff and efficient deployment of the
appropriate security tools. These tools
include dedicated logging, analysis and
reporting appliances that can securely
aggregate log data from security and
other syslog-compatible devices. These
appliances will also analyse, report and
archive security events, network traffic,
‘Web content, and messaging data.
Policy compliance could then be
measured and easily customised reports
produced.

The difficulty in capturing, managing
and processing information quickly in big
data environments will continue to make
security an afterthought in many firms.
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PROBLEM

To improve their security, some
organisations have Security
Information and Event Management
(SIEM) solutions to help them collect
and analyse security alerts and logging
systems. This may inadvertently,
however, create a big data problem —
if every single log and alert is collected.
To avoid this problem, organisations
should begin thinking less about
security as a purely defensive system
and instead as an abstraction layer
above all pertinent enterprise data.
They need to ask themselves what
datais relevantin a security context.
Obviously, network-level logs
(i.e., firewall, IPS, etc.) and user-access
logs would still be required. However,
endpoint security logs, proxy-
related logs and even deep packet
inspection data may no longer
berelevant.

As portable storage and bandwidth
continue to grow, the mobility of these
larger datasets will also increase,
resulting in breaches and disclosure of
sensitive datasets. Threats will likely
come from intruders manipulating the
big data in such a way that business
analytics and business intelligence tools
could generate false results and lead to
management decisions that could profit
the intruders.

Even small changes in big data can
have a big impact on results. So,
organisations must not ignore the need to
secure big data assets—for security
reasons, business intelligence or
otherwise. They must address big data’s
main needs in terms of authentication,
authorisation, role-based access control,
auditing, monitoring, and backup and
recovery. Going forward, big data
analytics involving behavioural
benchmarking and monitoring will also
become increasingly crucial in
addressing next-generation information
security challenges.

Rajesh Maurya is Country Manager,
India & SAARC, Fortinet.
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Why Cl0s Can't Ignore Enterprise
Social Collaboration

Regardless of giving
headaches to many

IT heads, social
collaboration tools are
set to get a lot of likes
among enterprises
because of multiple
benefits

Q o

"'ty

Not only doesit provide a
centralised and organised place
for company communication,
but enterprise social
collaborationalso creates a
comprehensive knowledge
base and allows for easy
document management
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or many CIOs, social media belongs

in the realm of the marketing team

down the hall. The idea of bringing

Facebook or Twitter into the
workplace seems to be one of sheer
lunacy—surely this would create a host of
security threats and privacy concerns.
However, the demand for enterprise
social collaboration is on the rise—and
with good reason.

Social media has become an integral
part of how people communicate in their
personal lives. It is natural that this new
communication has begun to change how
they collaborate and communicate
professionally in the workplace. With
millennials becoming an increasingly
larger part of the workforce, CIOs will be
forced to face enterprise social
collaboration (ESC) in the future.
Intelligent CIOs—who are ahead of the
trend—have embraced it now, leading to
staggering results.

Why CIOs hesitate to take the plunge

A set of common concerns often come up
when CIOs are presented with the
question of whether to implement
enterprise social collaboration tools. In
addition to the concern that adopting
such platforms will decrease employee
productivity, many executives fear the
failure associated with internal social
initiatives. In fact, 70 percent of internal
social initiatives eventually fail. For CIOs
who often lack practical knowledge about
social media and fear change, this
statistic is enough to keep them from
considering the potential benefits of
enterprise social collaboration.

The question remains: why should
CIOs implement enterprise social
collaboration platforms if they’re
seemingly destined to fail? The answer is
quite simple: the benefits far exceed the
risks.

A new form of communication

For years, the social media revolution has
been affecting how people communicate
on a daily basis. Daily life has become
increasingly digitalised. With the
workforce becoming dominated by
millennials, it is hard for employers to
attract and keep a young workforce that
thrives on and even expects social media
to be integrated into their office lives. In
addition, it allows for the mobile
communication that has become so vital
to modern business practices. ESC
platforms allow information to be
accessed from anywhere at any time,
across multiple devices.

Overcome security issues

One of the biggest hesitations CIOs have
about adopting enterprise social
collaboration platforms is the potential
security issues and threat to business
critical data. While breaking down
information silos and improving
collaboration is great from a productivity
standpoint, many believe that such
platforms will result in the disclosure of
confidential information. However, the
opposite is true. Social collaboration tools
have a host of security and governance
measures in place to prevent such
security breaches from happening.
Administrators can easily control access
rights for individual users and groups of
users, making sure the right people have
access to the right information. In
addition, advanced tools allow for the
creation of keyword-based profanity
filters.

No more email overload

A common issue surrounding
communication in the workplace is email
overload: extended conversations
between multiple parties that result in a
long string of emails that must be sorted
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through for the information needed.
While email communication is still great
for quick messages, it is not conducive to
carrying on in-depth conversations. With
the ability to break things down into
topics, sub topics and specific groups,
ESC tools allow for quick and organised
communication.

Fewer hassles

The cost of developing infrastructure can
be high. Many platforms require constant
upgrades and customisation in order to
maximise the benefits for an individual
company. Enterprise social collaboration
tools eliminate these hassles. Hosted and
cloud-based ESC solutions reduce the
need for further capital expenditure on
infrastructure. They are easy to scale up
and down in order to suit the number of
users on the platform, and require
minimal or no customisation. Best of all,
they eliminate the inconvenience of
constant upgrading.

The solution to many problems
Today’s CI1Os are facing a host of
challenges — and enterprise social
collaboration platforms provide many of
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the solutions they require. Not only does
it provide a centralised and organised
place for company communication, but
also it creates a comprehensive
knowledge base and allows for easy
document management. Furthermore,
platforms can be adopted with ease.
Many enterprise social collaboration
tools integrate with current business
applications and systems, such as HRIS,
CRM, Leave Management System and
more. Easy and seamless integration
allows for maximised return on previous
investments in infrastructure.

The future is here

Getting social is inescapable. By 2016, 50
percent of large businesses will have
implemented an enterprise social
collaboration network. Thirty percent of
these will be considered as crucial as
email and telephones are today (source:
Gartner) The enterprise collaboration
market as a whole is estimated to be
worth $47.3 billion in 2014 and expected
to grow to more than $70 billion by 2019
(source: Digital Journal). Whether CIOs
like it or not, the structure of business is
changing from a network of isolated

islands to one integrated body. Whereas,
previously, each company branch would
function individually; now every part of
the body is aware of what the other parts
are doing and all parts work together to
accomplish company goals more
efficiently.

Employees now expect companies to
provide some means of the social
collaboration they experience daily in
their personal lives. The forward-
thinking CIO must educate him or herself
and fellow senior leaders on how the
social media landscape functions outside
of their company, in order to determine
how it can be best leveraged as an
enterprise tool. Failure to do so simply
cheats themselves and their company out
of increased productivity, and the
opportunity to tap into employee ideas
and talents.

The time to go social is now. The
business landscape will continue to
change into a more collaborative, social
atmosphere—those who do not change
with the trends will find their company
left behind.

Ajay Kaul is a Managing Partner at AgreeYa Solutions.
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Emerson report predicts massive changes
in data centres in next 10 years

EMERSON NETWORK POWER
recently released “Data Center 2025:
Exploring the Possibilities,” a report that
offers a glimpse at the data centre in the
year 2025.

The results range from the expected—
increased utilisation of the cloud—to the
ambitious—largely solar-powered data
centers with power densities exceeding
50 kW per rack.

More than 800 data centre
professionals from around the world
responded to the Data Center 2025 survey.

The feedback, viewed collectively,
indicates most in the field remain bullish
on the data centre industry and on
continued innovation in the I'T space and
beyond.

On average, experts predict density in
2025 will climb to 52 kW per rack.
According to the Data Center Users’
Group, average density has remained
relatively flat since peaking around 6 kW
nearly a decade ago, but experts are
anticipating a dramatic upswing in
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density that could radically change the
physical environment of the data centre.

“We started the Data Center 2025
initiative with a sincere desire to discover
what our customers, collaborators,
colleagues and others in the data centre
community believe the future holds for
this industry,” said Steve Hassell,
president, data centre solutions,
Emerson Network Power. “We
approached the research with an open
mind, no expectations and no
preconceived notions of what we would
find. The results reflect a level of
sophisticated understanding, visionary
thinking and genuine optimism that I find
inspiring. I believe the true impact of this
report lies not only in its measurement of
current opinion, but in its ability to spark
future innovation.”

Other survey results and forecasts
from the report :
@ Big changesinhow data centres are
powered: The experts believe a mix of
sources will be used to provide electrical

power to data centers. Solar will lead,
followed by a nearly equal mix of nuclear,
natural gas and wind. 65% believe it is
likely hyperscale facilities will be
powered by private power generation.

@ Cloud forecasts are somewhat
conservative: Industry experts predict
two-thirds of data centre computing will
be done in the cloud in 2025. That’s
actually a fairly conservative estimate.
According to Cisco’s Global Cloud Index,
cloud workloads represent around 46% of
current total data centre workloads, and
will reach 63% by 2017.

o DCIM will play a prominent role:
Twenty-nine percent of experts
anticipate comprehensive visibility
across all systems and layers, while 43%
expect data centres to be self-healing and
self optimising. Taken together, that
would indicate 72% of the experts believe
some level of DCIM will be deployed in
2025—significantly higher than most
current estimates of DCIM adoption.

@ Utilisation rates will be higher:
That increased visibility is expected to
lead to more efficient performance
overall, as 72% of industry experts
expect I'T resource utilisation rates to be
at least 60% in 2025. The average
projection is 70%. That compares to
estimated averages today as low as 6-
12%, with best practices somewhere
between 30-50%.

“The data centre of 2025 certainly
won't be one data centre. The analogy I
like to use is to transport,” said Andy
Lawrence, vice president of Datacenter
Technologies and Eco-efficient IT at 451
Research. “On the road, we see sports
cars and family cars; we see buses and we
see trucks. They have different kinds of
engines, different types of seating and
different characteristics in terms of
energy consumption and reliability. We
are going to see something similar to that
in the data centre world. In fact that is
already happening, and I expect it to
continue.”
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Sanjay Deshmukh to join VMware

VMWARE, RECENTLY ANNOUNCED
that Sanjay Deshmukh will join the

company as Head of End User Computing

Business, Asia Pacific Japan. The IT
veteran will be responsible for VMware’s
end-user computing (EUC) business
throughout markets in the company’s
Asia Pacific Japan (APJ) region.

Deshmukh joines VMware from Citrix
Systems India, where he was Area Vice
President, Indian Subcontinent for more
than four years. Reporting to Sanjay
Mirchandani, VMware’s Senior Vice
President and General Manager for the
APJ region, Deshmukh will take up his
new post on May 12 and will be based in
Singapore.

Before joining Citrix, he served SAP
India as Vice President, Business User
and Platform Group, after working as
Country Manager for Business Objects
Software India. During his 21-year
career, he has built successful
businesses in the areas of mobility,
virtualisation and analytics. Deshmukh
holds an MBA in Marketing from the
Institute of Technology and
Management, Mumbai.

Speaking about the appointment,
Mirchandani said, “We are making this
appointment at a very important stage of

our development in end-user computing.
Sanjay’s experience and expertise will
help us build on the establishment of our
EUC portfolio across Asia Pacific as the
solution of choice for enterprises in the
mobile cloud era.”

He added further, “VMware’s EUC
capability is the envy of our industry and
offers the best solution in terms of
empowering employees to access
enterprise applications and data on any
device from any location, securely and
cost-effectively.”

According to the release making the

announcement, VMware’s EUC strategy
was reinforced in April when the company
launched a comprehensive desktop
solution, VMware Horizon 6 — that would
enable enterprises to transform their
applications and desktops for the mobile
cloud era — extending access to
employees on any device, anywhere,
simply, securely and cost-effectively. In
late February, VMware had acquired
AirWatch, aleader in enterprise mobile
management and security solutions
covering laptops, peripherals and
wearables.

Public cloud services market totouch $557 million n Indiain 2014: Gartner

THE PUBLIC CLOUD services market in
India is on pace to grow 32.2% in 2014 to
total $556.8 million, an increase from
2013 revenue of $421 million, according to
Gartner, Inc. Spending on software as a
service (SaaS) will be around $220
million in 2014, growing 33.2 percent from
last year.

SaaSis the largest overall cloud
market segment, followed by
infrastructure as a service (IaaS), worth
$78 million and business process as a
service (BpaaS) is around $75 million.

“Growth of cloud services in India
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reflects the demand for new sourcing
models,” said Ed Anderson, Gartner’s

Research Vice President. “We
expect high growth rates across all
cloud services market segments in
India.”

BPaaS is expected to grow from $62.3
million in 2013 to $204 million in 2018.
SaaS is expected to grow from $166
million in 2013 to $636 million in 2018, and
TaaSis forecast to grow from $58 million
in 2013 to $317 million in 2018.

The total cloud market in India in 2013
was $421 million, and the total market for
public cloud services in India is expected
to reach $1.7 billion in 2018.
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IBM launches Enterprise Cloud marketplace
with Global Partner Ecosystem

IBM RECENTLY ANNOUNCED the
launch of its Cloud marketplace.
According to the company, this single
online destination will serve as the digital
front door to cloud innovation bringing
together IBM’s capabilities-as-a-service
and those of partners and third party
vendors.

This marketplace will serve as a cloud
innovation hub where technology will
meet business with hundreds of cloud
services from IBM, partners and third
party ecosystem. Enterprises will be able
to access a full suite of IBM-as-a-Service
with 100 SaaS applications, IBM’s
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Bluemix platform-as-a-service with
composable services, the SoftLayer
infrastructure-as-a-service and third
party cloud services.

According to Robert LeBlanc, Senior
Vice President, IBM Software & Cloud
Solutions. “IBM Cloud marketplace puts
big data analytics, mobile, social,
commerce, integration and the full power
of IBM-as-a-Service and our ecosystem
at our clients’ fingertips to help them
quickly deliver innovative services to
their constituents. Several IBM partners
including SendGrid, Zend, Redis Labs,
Sonian, Flow Search Corp, Deep DB,

M2Mi and Ustream have featured a wide
array of cloud services on IBM
marketplace for enterprise clients. The
IBM cloud marketplace will be available
to all IBM and non-IBM customers.
Organisations will be able to test and
experience hundreds of IBM and partner
enterprise-grade cloud services online
that are open, scalable and secure.
Content is dynamically served up by job
role and service pages offer easy access
for those interested in categories such as
Start-ups, Mobile, Gaming and others.
IBM’s cloud marketplace has three key
components for Line of Business

Professionals:

IBM Cloud marketplace for business will
serve as a single stop where business and
IT professionals can learn about, deploy
and consume over 100 SaaS applications.

For Developers:

IBM’s Cloud marketplace Dev will
provide an integrated, cloud-based
development environment where
individual developers, development
shops and enterprise development teams
can quickly and effectively build
enterprise applications via leading
services and application protocol
interfaces (APIs). These applications can
be easily and securely integrated in
hybrid on premise and off premise cloud
environments. It is built on an open
environment so developers can choose
any open source or third party tools and
integrate apps, as needed.

For IT Departments:

Ops will provide a secure set of cloud
services built on Softlayer that will help
clients deploy cloud services. It will also
support high performance businesses at
enterprise scale. Services include Big
Data, Disaster Recovery, Hybrid
environments, Managed Security
Services, Cloud Environments for Small
and Medium Business among others.
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a solution flexible enough to
adapt to your requirements

Flexible Host Interface
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Over 69% of targeted attacks in India
focus on large enterprises

ACCORDING TO THE latest Internet
Security Threat Report (ISRT) volume
19 from Symantec, over 69% of targeted
attacks in India focus on large enterprise.
Globally, there was a 62% rise in the count
of data breaches from 2012 resulting in
more than 552 million identities exposed,
proving that cybercrime remains a real
and damaging threat to consumers and
businesses.

“One mega breach can be worth 50
smaller attacks. While the level of
sophistication continues to grow among
attackers, what was surprising last year
was their willingness to be alot more
patient—waiting to strike until the
reward is bigger and better,” said Tarun
Kaura, Director -Technology Sales,
Symantec India.

The size and scope of breaches is
exploding, putting the trust and
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reputation of businesses at risk and
increasingly compromising consumers’
personal information from credit card
numbers and medical records to
passwords and bank account details.

Each of the eight top data breaches in
2013 resulted in the loss of tens of millions
of data records, while 2012 had a single
data breach.

The report further observes that
globally, targeted attacks were up 91%
and it lasted on an average three times
longer compared to 2012. In India, cyber
criminals are unrelenting in their focus
on large enterprises with a staggering
69% targeted attacks carried out against
them. Despite stepping up their
information security measures, business
in India continue to be an attractive
target for cyber criminals.

In India, nearly four in 10 attacks were

carried out on non-traditional services
industries, like hospitality, business and
personal services. This was followed by
attacks on manufacturing, finance and
insurance.

India emerged as a key threat frontier,
ranking as the third highest source of
overall malicious activity. It continued to
hold its position as the spam capital of the
world with 9.8 % of spam zombies; along
with highest source of botnet spam close
to 1.45 billion spams or 6.6% originationg
from its borders everyday.

India also ranked high in the number
of top botnets like Cutwail, Kelihos,
GRUM, and GHEG. Cutwail which is the
spam sending botnet for the malware
Pandex sends 8.06 billion spam messages
every day, out of which the highest are
sent from India (over 620 million),
according to the report.
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Nikom - An ISO 9001 Company and member of IGBC (Indian Green Building Council-Cll) has an integrated capability to
design and build state-of-Art World class green Datacentres on a turnkey basis for large and medium enterprises. Having
successfully designed, implemented, and executed various turnkey datacentre projects for enterprises with server farm
space of 200 sq. ft. to 15000 sq. ft., Nikom has won “BEST-IN-CLASS” Award in Asia Pacific Japan Region for their
significant contribution in the field of Green Datacentres and Energy Management Solutions. Nikom InfraSolutions Pvt.
Ltd. one of the Elite DC Partners of many leading global brands, have been winning consistently and delivering various
prestigious Datacentre projects. All the Datacentres and Energy Management Solutions designed, and implemented by
Nikom are with highest standards of project excellence, and technical expertise.

OFFERINGS:

@ Turnkey Datacentre Implementation Projects.
® Physical Infrastructure Solutions - UPS, DG, Precision Cooling, IBMS, Civil, Electrical, Structured Passive Networking.
® Consultancy & Design for Datacentre Physical Infrastructure.
® Energy Management Solutions.
® Project Management of Datacentre Projects. m “ l I_‘ 0"'“
® Complete Physical Infrastructure Operation of Datacentre. buitding trust...
@ Datacentre Audits and Certification. Helping You Realize
Your Project Deadlines....
SPECIAL OFFERING :
® Xpress DC Solution Services - 48 hours ﬂ!}:

® DC Infra Blocks Services - 1 hour

Head Office :

I I: S I t I] t Ltd 300, Skylark Building 60, Nehru Place, New Delhi-110019, India
"Ihﬂm Nirdaoidtions PVL. . Tel.- 09968127604, 09811135559, Fax:41606375
E-mail :info@nikom.in Website:www.nikom.in

SMS NIKOM to 52424; !] nikominfrasolutions
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India faced maximum phishing attacks
in 2013 in the APAC region : RSA study

RSA, THE SECURITY division of EMC,
recently announced the findings of its
2013 Fraud Report. As per the report,
India emerged as the top nation in
APAC region in terms of phishing
attacks by volume closely followed by
Australia and China. The estimated loss
in India from phishing attacks stood at
$225 million.

The findings suggest that globally, loss
due to phishing attack was close to $5.9
billion which is significantly higher than
$1.5 billion loss in 2012. The total number
of phishing attacks in 2013 stood at
448,126 as against 445,004 the previous
year. The overall trend in attack number
showed a significant rise in volume
through the year, reaching an all-time
high in Q4 2013 (1, 41,254).
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Key highlights from the report are:
@ Brandsinthe U.S, the U.K, India and
Canada were targeted by almost 57% of
phishing attacks in the first half of 2013.

® USA and Canada remained the most
targeted countries by phishing attacks in
2013, with a total of 63% of the phishing
attacks directed at them.

® There has been a significant rise in
phishing attacks in every Quarter in 2013,
with Q4 seeing the most number of
attacks.

Top countries targeted by phishing are
United States, United Kingdom,
Germany, India, South Africa, Canada,
Netherlands, Colombia, Australia and
Brazil.

2014 PHISHING FORECAST

Phishing, the cybercrime equivalent of
pickpocketing, is a crime that is easily
committed with very little cost to the
attacker: cheap (criminal) hosting
services—offered mostly on top of
hijacked websites—are abundantly
available. If spamming 500,000 emails
addresses only set one back a mere $65, it
isno surprise that phishing attack
volumes are not dropping.

@ Phishing volumes will not drop
considerably, though there may be a
slight decline. The decline will be mainly
due to growing adoption of email
authentication, namely DMARC, which
together with tighter policy, should help
in the reduction of phishing emails
received by end users. However, wider
global adoption (into LATAM and APJ)
still plays a major factor in the battle
against phishing.

@ Big data analytics and broader
intelligence collection will lead to faster
detection and quicker mitigation,
resulting in lower financial losses. With
the millions of spam messages traversing
the internet on a daily basis, separating
the wheat from the chaff has become far
more challenging. Advancements in
phishing techniques and methods also
serve to add a layer of complexity when it
comes to detection. Deploying analytics
into the detection process provides a way
to see though the noise and get to the
phish faster. Coupled with broader
intelligence collection, attacks may be
prevented before they are launched.

® Greater end user awareness will serve
toreduce losses. Cyber awareness has
become a mainstream conversation
topic—people are becoming more aware
of the dangers in the digital world. More
awareness translates directly into fewer
losses.

MAY 1-15, 2014



Accenture to deploy SAP
ERP for Azure Power

ACCENTURE HAS been selected by
Azure Power to implement an SAP
enterprise resource planning (ERP)
solution to support and drive growth in
its solar generation business.

Aspart of the agreement, Accenture
will provide implementation services in
support of the SAP solution to Azure
Power to help strengthen its business
processes and improve planning,
budgeting, forecasting, supply chain and
revenue projections. The new solution
will help the company scale its rapidly
expanding solar footprint across India
and will enable more effective
management of complex business
transactions.

“We are leading the solar revolution in
India by bringing the cost of solar energy
from Rs17.97/KWhr in 2010 to
Rs5.45/KWhr in 2014 and are working
with the Government and all
stakeholders to reach grid parity by
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2017, said Inderpreet Wadhwa, CEO,
Azure Power. “While we are growing at a
very fast pace, it is essential for us to have
our core business processes automated
with adequate controls in place and we
are excited to start our relationship with
Accenture to manage our growth better.”
Sandeep Dutta, Managing Director -
Resources Operating Group, Accenture
India, said, “We are seeing an increasing
number of independent providers
entering the market to take advantage of
the opportunity offered by solar, but it is
critical that these companies have the
right business framework in place to
support the fast pace of growth in this
sector. We look forward to working with
Azure Power to implement integrated
and agile business processes that can
help it outperform the competition and
deliver on its expansion strategy.”
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Sonata Software
partners with
Progress
Pacific to
deliver PaaS

PROGRESS SOFTWARE
ANNOUNCED its partnership with
Sonata Software, to deliver its
Progress Pacific platform-as-a-
service (PaaS).

Speaking about the partnership,
Sujit Mohanty, Head Technology
Infrastructure Business, Sonata
Software, stated, “Through our wide
distribution network in India, we

intend to deliver Progress Pacific
solution to users, realising value in the
market for Progress Software and our
customers”.

Progress Software provides data
application solutions to customers
globally to help improve big data
integration, data interoperability,
mobility and application
development needs of customers.
Stephen McNulty, vice president and
managing director for Asia Pacific
and Japan at Progress, said, “We are
extremely pleased that Sonata
Software has selected Progress to
help its customers react quicker to
opportunities and increase
productivity to grow their
businesses. Progress sees Sonata
Software as a key partner in the
region to unleash the potential of the
Progress Pacific platform.”
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JDA Software launches
end-to-end supply chain
collaboration solution

JDA SOFTWARE GROUP, Inc, has
released JDA Flowcasting, an end-to-end
supply chain collaboration and
management solution.

The JDA Flowcasting solution is
designed to enable a completely
integrated and unified supply chain for
manufacturers, distributors and retailers.
Using inputs such as point-of-sale,
inventory and promotions, the solution
can eliminate the disconnect that exists
today in retail supply chains by providing a
common set of plans for demand,
replenishment, transportation, capacity
and financial projections that all trading
partners can agree upon and execute.

According to the company release, JDA
Flowcasting represents the next
generation of collaboration for trading
partners looking to create joint value for
their respective organisations andisa
massive leap forward from previous forms
of collaboration such as Collaborative
Planning, Forecasting, and Replenishment
(CPFR). Built on JDA’s rich end-to-end
collaborative supply chain management
capabilities, it leverages JDA’s scalable
architectural platform and is deployed via
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JDA Cloud Services to deliver rapid,
sustained return on investment and
enhanced organisational agility.

The solution will enable trading
partners to effectively collaborate on the
supply chain parameters that drive time-
phased plans from the shelf to the factory
versus just the outputs of the plans, such as
the sales or order forecast. By enabling the
end-to-end supply chain to be modelled in a
common shared cloud instance,
accelerated forms of simulation can take
place to extract new value streams that
were not visible in the past. This will allow
trading partners to quickly evaluate the
trade-offs of different supply chain options
that drive mutual benefit, make joint
decisions, and then quickly execute.

“JDAFlowcasting provides companies
with dramatic new capabilities to drive
higher on-shelf availability at lower supply
chain costs,” said Fred Baumann, Group
Vice President, JDA Software.“We are
very excited about the business value this
technology can bring to our customers
and the long-standing problem it solves -
enabling a single source of forecast truth
for retailers and their suppliers.”
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SHV Energy simplifies
its distribution model
with SAP

SAP AG HAS announced that SHV
Energy Pvt Ltd (SEPL) has chosen
its solution for transport
management and supply network
planning.

SEPL is engaged in the business of
importing and distribution of LPG to
domestic, commercial and industrial
customers. In India, SEPL markets
its products and services under the
brand name Super Gas.

Asthe global marketplace grows,

transportation management
becomes more complex and
expensive. In their efforts to grow
revenues and cut transportation
costs SEPL aimed to gain better
control over their supply chains and
minimise coordination inefficiencies.
Implemented in partnership with
Hexaware, the deployment of SAP’s
portfolio of customiwed solutions will
help SEPL lower inventory and
logistics costs, improve processes
and increase visibility across its
national operations.
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